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Abstract—Modern wireless systems and standards increasingly OFDM systems is frequency offset (FO) estimation attack [2]
rely on OFDM for high-throughput communications. However, [8]. In particular, the FO estimation attack proposed in [8]
these systems are often highly vunerable to selective janing a5 the |east jamming duration compared to the durations of
attacks, particularly when a jammer targets (part of) the known . L -
frame preamble. In this paper, we consider one of the most dis other selective attacks, making it extremely difficult tdedz
ruptive jamming attacks against the preamb|e_based frequecy a.nd |Ocate the attaCker, and doeS not reqUIre knoWledgEEOf th
offset (FO) estimation in IEEE 802.11a/n/ac/ax systems and channel parameters. In this attack, Eve crafts a fake partia
develop four techniques to mitigate this attack. Two of thes preamble as her jamming signal based on the transmitted
techniques are based on randomly changing the first half of ta frame preamble of an IEEE 802.11la/n/ac/ax syéteiﬁhis

standard frame preamble at the transmitter while maintaining ble isoublicly k Usina her k led fthe f
its backward compatibility with legacy receivers. Specifically, we preamblie Ipublicly known Using her knowledge ot the frame

design a set of new preamble waveforms that satisfy the exged Preamble, Eve jams a specific but small portion (less than
characteristics of a preamble in 802.11 systems. The othewb 17.5%) of the transmitted preamble from Alice to Bob so as
techniques take a receiver-based approach and exploit theapts o shift the subcarriers by an integer number of the frequenc
of the preamble that are not under attack to estimate the FO. & spacing, highly disturbing both the frequency and the ckann

conduct extensive simulations and illustrative USRP expéments . . )
to study the effectiveness of these countermeasures P estimation processes at Bob. If the existence of the attadk a

Index Terms—PHY-layer, preamble, frequency offset, OFDM, the amount of subcarrier shift caused by it are not detected,

IEEE 802.11, reactive jamming, mitigation techniques. the attack inflicts almost0% bit-error rate (BER) to the
received payload at Bob. This level of BER is high enough to
l. INTRODUCTION prevent practical coding schemes from recovering the fraime

Wireless systems need to adopt effective preventive mes-achieved even if the jamming power at Bob is less than the
sures against possible malicious activities. Jamming isreceived signal power from Alice. Other FO attack schemes
common denial-of-service (DoS) attack in wireless netwprkuse a random signal for jamming, which necessitates using
where an adversary (Eve) injects a jamming signal into tmeuch higher jamming power and/or duration compared to the
communication medium during a legitimate transmissiomfroabove attack.

a transmitter (Alice) to a receiver (Bob). Jamming attacks In general, jamming mitigation is often achieved via spread
can be persistent, random, or selective. In persistent (bgpectrum techniques. However, these techniques are only ap
rage) jamming attacks, Eve continuously jams the mediumljcable on single-carrier systems. To mitigate jammirigeks
which consumes high jamming power. In contrast, in selectithat target a specific portion of the frame preamble in OFDM
jamming attacks Eve adopts a more energy-efficient strategjystems, the authors in [2] proposed randomizing the pream-
by intelligently jamming only valuable packets (e.g., aoht ble’s location within a frame. However, inserting the présen
packets) or highly vulnerable parts of a packet to signifigan in the middle of a frame delays the decoding of the frame
disrupt the ongoing transmission. Because the jamming-duchration field in the physical (PHY) layer header, prevemtin
tion in selective jamming attacks is short, it is harder foe t correct operation at the receiver (Rx). It also increase®thor
system to locate and physically avoid or neutralize the j@mmin detecting the start of the preamble because the preamble i
Hence, advanced jamming devices tend to be selective rathezfixed by a signal rather than (often zero-mean Gaussian)
than persistent or random. noise. The authors in [2] also proposed using the cross-

Modern wireless systems and standards (e.g., LT&nbiguity function [9] for estimating the amount of subdarr
802.11a/n/ac/ax/ah) increasingly rely on Orthogonal Frehift based on only one training symbol. However, this mdtho
guency Division Multiplexing (OFDM). Several selectivarja requires a training symbol whose frequency-domain elesnent
ming attacks against OFDM-based systems have been dee i.i.d random variables with zero mean. The preamble in
veloped in the literature [1]-[8]. In this paper, we exploréEEE 802.11 systems does not satisfy this requirement.
mitigating such selective jamming attacks. These attagkecs  Contributions— The highly disruptive and channel-indepen-
and jam different components of an OFDM-based frame, sudant FO attack in [8] targets parts of the first half of the

as the frame preamble [2], [7], [8] or pilot subcarriers
P [ ] [ ] [ ] P [&I]l,d 1The preamble phase warping attack in [2] is a weaker versfothie

cause d'ﬁer(_':'m Ie\_/els of damage to the transrr_u_ssmn. Qe tyattack, where the jamming signal is a random frequencyeshifersion of an
of selective jamming attacks that causes significant dart@agearbitrary signal and lasts more than the jamming signal Jn [8



preamble to inflict a subcarrier shift. In this work, we firsbased on which the standard preamble of an OFDM-based
propose a mitigation technique that uses the second halflIBEE 802.11 frame is designed.
the publicly known preamble to estimate the amount of a o )
subcarrier shift. Despite its appeal, we show that thisgaiti A Characteristics of the Preamble in 802.11 Systems
tion technique has its limitations. Specifically, we explabw In OFDM, a bitstream is modulated and transmitted over a
Eve can thwart this preliminary countermeasure by extanpdiset of orthogonal frequency channels (subcarriers). InEIEE
the fake-preamble jamming signal to the second half of tf©2.11 standards, these subcarriers are spacegaby=
preamble. This underlines the vulnerability afly mitigation 312.5 kHz within the given bandwidth, i.e20 to 80 MHz.
technique that relies on a publicly known preamble. Mo&dat The preamble in these systems begins with two essentias field
by this fact, we then reconsider the first part of the preamldbort training field(STF) andlong training field (LTF). Cur-
and propose three preamble randomization techniqueshwhient IEEE standards (e.g., [11]) consider certain chariatits
can be applied independently or jointly at different stages for each of these fields to satisfy the requirements reladed t
the communication. Two of these techniques are implementeatious preamble functions. Any modification in this design
at the transmitter (Tx), while the last one is implementeshould take these requirements into account.
at the Rx side. The idea is to make the first part of the The STF contains ten identical short training sequences
preamble somewhat unpredictable via randomization so ti&'Ss), which represent ten replicas of a particular périod
Eve can take less benefit of the public knowledge about thignal with periodAsrr = 0.8 us, PAPR Rpse = 2.24dB (in
standardized preamble. This is possible because in OFD&02.11a/g [10]), and dynamic rand&, = 7.01dB. Due to
based 802.11 systems, the Rx does not necessarily neetheononlinearity of the power amplifier at the Tx, the PAPR
know the exact value of the first half of the preamble. of the STF is design to be as small as possible to avoid poor
In designing the Tx-side randomization techniques, howransmission. Similarly/2,x = 7.01dB is one of the lowest
ever, we recognize three constraints that should be satisfigossible dynamic values among the signals that havefigw
by the new preamble signals. First, because of the widedpreaThe LTF consists of two long training sequences (LTSs),
use of 802.11 systems and for interoperability purposds, itwhich represent two cycles of another known periodic signal
important that any Tx and/or Rx that implements these miwvith period \;7s = 4As7r, plus al.6 us cyclic prefix. (In
igation techniques remains backward-compatible and ableMIMO OFDM-based 802.11 systems, these two fields are
communicate with legacy 802.11 devices. For example, if tfiellowed by additional known training sequences for MIMO
Tx uses a non-standardized preamble signal, a legacy 802 dhannel estimation [12]). The minimum subcarrier spacing
compliant Rx must still be able to perform regular preambig the LTF is fa. In contrast, the periodic signal in the
functions. Second, standardized preambles are designedSTd- is constructed by superposing only the subcarriers @/hos
satisfy certain properties, including high FO estimatiange, frequencies are integer multiples dffa. As a result, the
good frame detection accuracy, low dynamic range, and lawinimum subcarrier spacing between any two STS-enabled
peak-to-average-power rati(PAPR) [10]. Not using the de- subcarriersig fa, and hence their period ss7r = Arrs/4.
fault preamble signal may come at the cost of higher dynamic .
range and PAPR. Hence, the proposed preamble signals Sh&kfreamble Operations
minimize this cost. Third, the second half of the standard The preamble is used for various purposes, including frame
preamble in OFDM-based 802.11 systems is used for chanféletection, time synchronization, FO estimation, autoongain
estimation, and so should be known to Bob. Therefore, theantrol (AGC), diversity selection, and channel estinatim
part should not be modified. the following, we briefly explain how those functions rely
The remainder of this paper is organized as follows. 1@n the special characteristics of the preamble and why these
Section II, we provide an overview of the preamble in OFDMEUNctions perform better under a publicly known preamble.
based 802.11 systems and its primary functions, espeéi@lly 1) FO and Channel EstimationThe STF is used for frame
estimation. We then present in Section Ill a short desanipti detection and coarse FO correction. In OFDM, FO can create
of a stronger variant of the FO attack than the one proposgignificant BER at the Rx [13]. The Rx usually uses the
in [8] and explain how the jamming signal is generated. O@reamble to estimate and correct the FO (which is typically
first Rx-based mitigation technique is proposed in Sectign | the same for all OFDM subcarriers) and adjust the subcarrier
which is followed by an extension of the FO attack that theart0 their expected orthogonal frequency bins. The LTF, on the
this technique. Our proposed set of randomization tecmqlpther hand, is used for channel estimation and fine-tuniag th
are then developed in Section V. In Section VI, the results eparse STF-based FO estimation. The channel estimation is

our simulations and USRP-based experiments are presengdtected by the FO estimation and so should be performed
Finally, Section VII concludes the paper. after coarse FO estimation. The error in channel estimation

can grow quadratically as a function of the FO estimation
error [14].
Let Af be the actual frequency offset between a Tx and an
Every PHY-layer frame starts with a preamble. In this se®x. This FO translates into a phase offset\p(t) = 2rAft
tion, we explain the special characteristics and main djpgr® for the received signal, whereis the time elapsed since the

Il. FRAME PREAMBLE IN OFDM-BASED 802.11 ¥STEMS



start of the transmission. Thae factotime-domain FO esti- ‘ ‘ ‘

mation method used in OFDM systems is the one developed 0.15¢ o @ o ¢

by Schmidl and Cox [15]. We consider it as a representative

but not restrictive FO estimation scheme. It assumes tleat th

channel does not change during the preamble transmission

and the preamble (e.g., STF or LTF) is a sequence with two

identical halves. Let represent such a sequence. The method 0.05¢

works as follows. Assume that each half of the sequence has

L samples with sampling period ¢f. Letr; be theith sample o

of the sequence, i = 1,...,2L. Sor; = rp,. lgnoring the 0 5 10 15

noise, this equality also holds for the corresponding sampl Sample Index

at the Rx as long ad\ f = 0. However, whenAf # 0, the Fig. 1. Amplitude of the samplesy, ..., r16 that belong to one STS in the
. . standard STF definitiont{ = 50 ns).

phase ofr;,,; relative tor; is rotated byA(ts) = 2w A f Lt.

Multiplying the conjugate of; (i.e., r}) by rr;, we obtain:

©
[

Amplitude

Rx then computegff/l to fine-tune the coarsely estimated FO.
This explains one of the reasons for concatenating a tiginin
g field with a sufficiently short period to a training field with a
longer period in 802.11 systems. Consequently)if| > ths,
this FO estimation method fails to fully compensate for it.

5 = |hir|Pe 72T Ll 4 2) 2)_ Frame Det_ectior_1:Fo_r a typical Rx, an increase in th_e

received power is a first indication of a new frame. To verify

where n; £ rfnpyi + njrri + ninpy has zero mean. whether this increase is indeed due to a transmitted 802.11
Generalizing this calculation to multi-path channel sc@%a frame and then time-synchronize with it, the Rx checks for
is straightforward, but after excluding the first few predenbthe existence of a periodic signal with a preset period [15].
samples. To average out thg's, the estimated phase offset|n the 802.11 standard, the Rx considers two non-overlappin

s & rITL4i = |ri|2e_j2”AthS = |Ti|2e_jA“"(tS). Q)

Taking into account the channel coefficignt= hy,; an
the noise termsy; andnr . ;, the value of; at the Rx, denoted
by s;, is:

Ay, is: L intervals, each of duratiob\ s microseconds (equivalently,
A/\(_t/) _ K(Z ~}) 3) kL samples, wherd < k£ < 5 is an integer) to represent
wits) = 5i two identical halves of a sequence. The correlation between

=0 the samples’ conjugates in the first interval (window) anel th

where the notation{(z) indicates the phase of a complexgresponding samples in the second one is computed. Let

quantityz. Thus, the estimated FO is: A(n) be the summation of these correlations when the first
window starts at thexth sample of the whole sequence:
f= o, @ L
Lt — ~
A(n) = 5y iBnirri ()

In the 802.11a/g, two of the last three STSs are chosen to form
a sequence with two identical halves for coarse FO estimatio =
While measuring the phase of a complex number such l5{§|ngA(n)
5i, the Rx observes only a value betweem and~. Hence, |A(n)|?
in this method the Rx cannot distinguigty from Ay + 2k (n) = (5(n))2 6)
in (4), for any integek. The phase offset dfr corresponds to
ﬁ offset, i.e., onefa. In general, the phase is unambiguoughere&(n) £ Zf;ol |snar1il? is the received signal energy
and correctable as long aaf| < ﬁ (half a fa). This over the second windowM (n) is close to zero if either
also implies that a longer period of a cycle reduces the rangendow does not contain any preamble sample. On the other
of FO that can be corrected unambiguously. Given a fixédind, M (n) peaks when both windows contain only preamble
sampling interval, a longer period results in higlierLet th, samples. IdeallyM(n) should stay constant at the maximum
andth; be the maximumA f| values that the STF and the LTFvalue of 1, as long as both windows are sliding inside the
can correct unambiguously, respectively. Since the nuraberpreamble boundaries. So the first time thtet(n) hits the
samples of an LTS is four times the number of samples ofaximum is marked as the beginning of the frame. Because of
an STS, thenh; = thy/4 = fa/2. IEEE 802.11 standard noise, however, the maximup! = max, M(n) may occur
assumes that the maximum FO is always less #itar{11]. later than the actual preamble start time. To account fay; thi
The above discussion reveals a tradeoff between the acthe algorithm first finds\ and then searches for the earliest
racy and range of the correctable FO. The goal of the STF isttme before the occurrence o¥1 with an M value greater
estimate a large FO value and compensate for it by multiglyithan (1 — €)M, where0 < € < 1 is a system parameter. That
the rest of the samples (including those obtained during thme instant is taken as the beginning of the frame.
LTF) by e—i(=27Afsits) \where Af, is the estimated FO in  One advantage of the default STF signal in 802.11 is that if
the STF phase andis the sample index. Using the LTF, thethe Rx computes (5) starting at the true start of the preamble

i=0
, & hormalized timing metricM (n), is computed:




the value of.A(n) will be noticeably higher than the value To construct the jamming signal, Eve exploits knowledge of

if (5) is computed one sample earlier. This is because thee FO estimation algorithm and & f,;, to construct a fake

amplitude of the last STS sample is higher than the averggeamble with “identical halves”. For now, assume that the

amplitude of the STF signal samples (see Fig. 1). Othenifisesamples of the jamming signal,: = 1,...,2L can take any

the power of the last sample is less than the average and cladatrary value. Having identical halves allows Eve to coht

to the noise power, that sample will not sufficiently conitds and carefully calculate a desired FO foibased on how Bob

in (5) and the algorithm will likely take the sample before thestimates\ f,,;,. To explain how Eve calculates it, first consider

true start as the beginning of the frame. the superposition of Alice’s signal and Eve’s jamming at Bob
3) AGC: The STF is also used for AGC convergence. IPropping the index; from (2) and ignoring the noise term,

order to accelerate AGC locking and adjusting the referense have:

signal value for the A/D converter at the Rx, the dynamic BBNG; — (7 4 )* (fe T8¢ 4 e TAPer) = ¢~ IAar

of the STF should be low so that it can be covered without

) 212 4 172 0= i (Ape—Ap, st~ —§(Apes—Apa g
any overflow/underflow by the A/D converter resolution [10]. 7" + [l e J(B¢er=B¢ar) 4 rjei(Aver—Avar) 1 g 7‘]

B
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ATTACK ) )
Thus, the estimated phase offset at Bob is:

Before explaining the proposed mitigation techniques, we —— ~ ~
first present a stronger variant of the jamming-signal qoiest Ap = 45 = Apap + LB + 4. )

tion in [8], but assume similar to [8] that Eve estimates Eveygte that the phase estimation ergar2 <13 is a function of

to-Bob and Alice-to-Bob FOs, denoted hyf., and Afu,  signal-to-jamming ratio (SJR) at Bob adylp.;, and jamming
respectively, via overhearing. She then launches its jar@miy have no effect ifo. = 0.

attack in two phases: (1) Eavesdropping on the channel to o ——

pinpoint the start of Alice’s frame transmission and acguir UPON calculatingAy and Af;, Bob changes the FO for
its timing information; and (2) jamming the last three STS&® rest of the frame ta f., — A f;. According to (7), Eve is
of the preamble, which are designated by the standard gyjccessful if she can ensure thmp,;, satisfies the following:
coarse FO estimation. We further assume that Eve employs |, = AU < Ap — Ll > Aoy = &

the samefast frame detectioomethod as in [8]. During the [Aas #l> Bpr = lpe 41l > Agi 4’ (10)

fast frame detection, Eve estimates thie= log,(L) most- Eve can guarantee a desired only if SIR» —oo.
probable sample indices, i1, ...,y _1 as the possible frame However, the phase and amplitude of are channel-

start times to account for frame detection inaccuracies. A .
dependent and Eve cannot estimate the Alice-to-Bob channel

Based oniy, Eve computes the arrival time of the last three ffici dd his chall K d ¢
STSs of the preamble and generates a jamming signal t 2F icienth. To address this challenge, Eve takes a vantage o
fte’s known preamble samples and the product sum in (3)

would be aligned with those STSs. The jamming sequence . .
is desianed to deceive Bob into erroneously estimate the 'f%)cancel out the terms with unknown phases. Without loss
! '9 v ! usly esti of generality, let Eve pair the samples in order and tet, (

beyondth; after receiving the STSs, instead of reducing i'%l ) be the first pair of samples in the jamming sequence. B
This way, not only LTF-based channel estimation will b 2 P P J g seq - =Y

highly erroneous, but also LTF- and pilot-based FO estmn\atiizggvl:?]? ,:EZ pazzgtz)l?fssea:;nzfe\guesaigﬁilﬁe a;d églr(]mbgelnto
will fail without needing Eve to jam the LTSs or pilot sub- P ab cbr 72

. . designed such that all the terms that depend gaxcludin
carriers. For this attack to be successful, Eve further aso . 9 . . P ¢ 9
for unknown channel parameters and frame-detection timi i) in the term 5 in (8) are eliminated. That means, the

. : P . jJamming sequence must satisfyr @} + 72 @5 = 0. Different
errors. The jamming sequence is constructed as follows.

Without | f lity, E 50 be th ¢ from the jamming sequence construction method in [8], in
ithout foss of generality, Eve aSSUmesIo e € COrect y,;q paper we take into account the small FO-specific phase

start time of the frame (we will relax this assumption Iateq:h ~ ~ -
angeKr A futs and 2w A fopts from 71 anda; to 7 and
Let Apup, Aper, and Ay, = w/4 be the phase offsets - 9es2r A faus A fey oL uL

; i , tively, and desi ffective | [ ignal.
corresponding taA f.,, Afep, andth;, respectively, after a #]ursesgsg gleetg E:S fol?c?\lf\?sh a more efiective jamming sigha
single STS. To cause incorrect FO estimatidnf() such that ' ? o
the updated FO after STSA (., — Afs) is higher thanth,, up = — 1w (11)

H H H . (7’ 67j27T(Afab7Afeb)ts)*
the following inequality should hold: 2

|Apay — Ap| > Agy. 7)

which implies that

LS — o JAvab

Eve's jamming signal needs to satisfy (7). Letbe the Sutsy = €T (12)
Eve-to-Bob channel coefficient. We assume that during Eve’s [Ifll2 + |22 + (|| + |iiz|?]) eI (AP Aear) |
jamming period,g is the same for all the jamming samples
that belong to the jamming sequenge= wuy,...,usy. Let The requirement in (11) is similarly imposed on the rest
7 & hry e 727Xt Afarts andqg; £ gu; e I2TXE Alevts of the even samples afi. Accordingly, the autocorrelation



function A for this scheme, denoted e, becomes: Bob complacently tries to interpret this time-varying phas
L1 offset as a fixed-value channel phasor. Hence, his attempt to
Afake 2 Z 5 = model the FO as if it is a channel parameter results in an
=0 incorrect estimated channel phasor, which after equaizat
L-1 L-1 (13) rotates the payload’s modulation symbols on the consitiat
e IAPa [Z 7%+ Ja)? e—j(A%b—A%b)} , map. Note that if Eve jams the LTF instead of the STF, she
i=0 i=0 can only degrade the fine FO and channel estimation by using

higher jamming power, but still cannot inflict a subcarrieifts
Using the coarsely estimated FO, Bob still can exploit thetpi
subcarriers for better FO and channel estimation.

C

Note that the ternt is a function of(Aye, — Apap).

Now Eve can determine a desired value/p,;, in a way
that makes«C| > Ay, which satisfies (10). For a given SJR IV. LTF-BASED COUNTERMEASURE ANDITS
value, the optimalA f., — A fqp| that maximizeg§«C| during LIMITATIONS

the STSs was derived in [8]. Ay, is not optimal, Eve can | his section, we propose a preliminary countermeasure

augment the hardware-dependévy;, and obtain areffective o exploits the phase differences between the known LTF
Afep by imposing an artificial FO oA f, on the jamming g ncarriers for estimating the amount of subcarrier shift.

sequence before it is transmitted by the oscillator. When the STF is jammed, Bob has to correct the FO of the
To account for frame detection errors, in the fake preambler pefore using it to estimate the channel. Otherwise, the

attack [8], Eve benefits from the remaining unassigned sesnplhannel estimate will be highly erroneous. That implieg tha

(i.e., odd samples) to cancel out channel-dependent t®ms ¢ symhols transmitted over LTF subcarriers are still iimgeh

the cases where one of the — 1 other possible start timesp,, nknown channel parameters and so Bob cannot find the

is the true one. By exploiting knowledge df/.;, Afeb, and  Eg or the amount of subcarrier shift by comparing the rective

the transmitted samples Eve assumes thatwill be aligned | TE sympols with the transmitted ones. Moreover, because th

with a cyclically shifted version of and accordingly assigns g7 is jammed, existing subcarrier-shift estimation téghes

th_e yalues of the remaining jamming sequence samples éog [15]) that assume “known” phase changes between the

eliminate the channel-dependent terms. The amount of@ydlyhearriers of two distinct training symbols would perform

shiftis specified by, —ip, v = 1,...,V — 1. Note that in this E)oorly. Hence, we explore the characteristics of a single
paper, in designingi we consider the phase changes due paining symbol (i.e., the LTF) that are not impacted by the

FOs along the Alice’s and Eve's signals, and create a Strong@annel and can be used for estimating the amount of shift.

variant of the attack in [8]. Differential modulation is a known technique to circumvent
channel and FO [16]. In this technique, the phase of a symbol
is recursively determined by the current input data and the
LTSs are used for fine-tuning the estimated FO and fphase of the previous symbol, and can be applied in both
channel estimation. As explained in Section Il, the phatsebf time and frequency domains. The authors in [16] proposed
from the LTF-based FO correction perspective is between cyclically differential modulation in the frequency domai.e.,
andr, which means that the true FO after STF-based corresezross OFDM subcarriers, to facilitate estimating thegate
tion has to be betweenth; andth;. So LTSs can correct up component of the normalized FO by using only one OFDM
to th; = fa/2 FO, and any remaining phase offset will be agymbol. Assuming a coherence bandwidth larger tfianthe
integer multiple of2r, which corresponds t@kth; = kfa, sequence of phase differences between every pair of adjacen
k = 1,2,.... In other words, the LTSs at Bob round upsubcarriers will not be impacted by the channel, and so can be
the manipulated FO (byAf,) to the nearest multiple dith; used to estimate the amount of subcarrier shift.£andS be
by adjusting the subcarriers to the closest, though inctrrethe sequence of phase differences in one LTF OFDM symbol
frequency bins. Consequently, in this attack all the sul@r at Alice and Bob, respectively. In 802.11 systers;onsists
will be shifted forward or backward, replacing neighboringf the phases of BPSK symbols. A cyclically shifted version
subcarriers. Bob eventually demodulates the bits of all IFDof S that has the highest correlation with determines the
symbols, but he is unaware that these symbols have beanount of subcarrier shift. To make this technique effegtiv
shifted and misplaced. Therefore, when the bits of differethe authors proposed using Maximal SequenceS bscause
OFDM symbols are concatenated to reconstruct the original these sequences, the relative magnitude of the off-peak
bit sequence, the entire sequence will look shuffled and ogbrrelation value to the peak correlation value is low [16].
of-order compared to the original bit sequence (assumiag tHowever, the sequencé in the standard LTF does not
LTF-based channel estimation is error-free). A shiftecsi®@r completely satisfy the low off-peak correlation propedpd
of an arbitrary bit sequence will result in very high BER. so in some scenarios (e.g., low SNR) may perform poorly in
An STF-based FO estimation error also affects the chanmsitimating the amount of shift.
estimation process, which is applied across the LTF. Tolet |S®S’| be the cross-correlation value, whevds inner-
elaborate, the phase offset accumulates over time, caugimmgduct operator. In Fig. 2, we show the cross-correlataoes
different LTS samples to have different phase offsets. Hewe for different shifted versions of under an AWGN channel

A. Effects of LTSs on FO and Channel Estimation



symbols will be less tham/2 and so the sign of the phase
difference inS) is flipped. So the product of this value and
its corresponding term i will be negative, reducing (14).

(2]
o

—A— 2 shifts, backwar
—¥— 1 shift, backward
—&— No shift

—&— 1 shift, forward
—B— 2 shifts, forward

d

a
o

V. STF-BASED MITIGATION TECHNIQUES

The enhanced FO estimation attack presented in Section llI
exploits the facts that: (1) the STF signal is publicly known
and (2) Bob uses the last three STSs for coarse FO estimation.
To counter this attack, we propose three randomization-tech
nigues that aim at making the STF signal or FO estimation
process at Bob unpredictable. However, if the new STF
signals do not satisfy the key characteristics that a legacy
but legitimate Rx expects, the proposed STF signals are no
longer backward-compatible. Furthermore, even if botlcl
and Bob are aware of the randomization techniques but Alice’
STF signal for each frame is selected randomly to confuse Eve
L Bob will also be confused in the absence of a prior per-frame
model. Because the fake-preamble FO estimation atta(:kseSHandshaking mechanism, whose implementation is extremely

in one or two shifts in either forward or backward direction allenging. Our main idea is to exploit the fact that Bobsloe

; . ) . h
we only congder th.ese flve cases. The _S|mula_1t|on. resuﬁt& need to know the exact STF signal. All he needs to know
show that this technique is quite effective in estimating tr’Huring the STF for frame detection and FO estimation is the

amount of shift, but it cannot determine its direction (fard/ ; : " ;
' . eriod A = 0.8 us of any transmitted periodic STF signal.
or backward). Bob will need to try each of the forwarc? 10GAsTR K y ! period '9

and backward shifts and check which one is appropriate Ao Shifting the Standard STF in Time

decode the PHY-layer header. In low SNR regime (e.g., SNRQyr first randomization technique is to cyclically shift in
< —4dB), however, the estimation is more prone to errors.time the default STF signal by a random integer-multiple of
Nevertheless, a more critical limitation of the above ceunt ¢t;. As long as the amount of shift does not belong to the
measure is that Eve can thwart it by extending her jammirsgt {i, — iglv = 0,...,log,(L) — 1}, which is assumed by
signal to the LTF. In this case, the total jamming duratioBve as the possible amount of shifts into account for
will be less thanl0 s and so it is still hard to locate such @rame detection errors, the jamming signal cannot effebtiv
short-lived jamming attack. In the following, we show howeliminate the channel-dependent parameters in (8). Henee,
a jamming signal can be designed to exploit the publichttack is mitigated. In addition, a time shift does not cheng
known sequencé and corrupt the correlatiol © S|. Recall the PAPR, the dynamic range, and the period of the default
that one advantage of the differential modulation that STF signal. Hence, it does not need extra power amplifier
exploited by the above countermeasure is that it is channe#pabilities at existing transmitters and is backward catibfe
independent (provided that the channel’'s coherent bartdwidavith legacy receivers.
is large enough). Similar to Bob, Eve can take benefit of the However, a time shift may come at the cost of reduced
same advantage and generate a channel-independent jamritiige detection accuracy because the amplitude of the last
signal whose phase differences corrdptOur idea is to add STS sample in the shifted sequence in some cases is less than
jamming symbols on Alice’'s LTF subcarriers such that the one of the last sample in the default sequence (Fig. 1). In
21 a noisy channel, this results in one or two sample offset in
[S©SW|~0 (14) frame detection. To account for this additional error, Bob i
whereSW) is the sequence of phase differences at Bob whén" scheme relies on the LTF-based channel estimation,evher
Eve’s signal is superposed onto Alice’s signal. One sttaigthe LTF signal is known to Bob, to estimate the amount of
forward solution to solve (14) is to flip the sign of a partul the sample offset in the LTF and compensate forNiote that
subset of BPSK symbols ifi. We show the feasibility of such the LTF signal is not modified in our scheme. We also note
an attack through an example, but leave further evaluatigit although multiplying the default STF signal by a consta
of this attack for future work. Consider two LTF subcarriefomplex number with unit amplitude but random phase will
symbolssc; = 1 andscy, Wherese, = s¢; x e 9™ = —1. The preserve the PAPR, the dynamic range, and the period of
phase difference between them corresponds to the phaséhgfdefault STF signal, in the case of frame preamble attack
the BPSK (s_%/mbol—l. Now, suppose that jamming symboldEve can still use the same jamming sequencand achieve
J

scgj) = scy’ = 1 are added tosc; and sca, respectively.

N
o

w
o
T

N
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o

=
o
T

10
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Fig. 2. Cross-correlation af andsS for different amounts of subcarrier shift.
95% confidence intervals are too small to be visible.

20nce the STF has been detected, Bob construdtseplitzmatrix whose

At Bob, this implies receivingg x scgj) + h x sc; and
gxsc
where g is the unknown Eve-to-Bob channel coefficient. A

first row is filled by the known LTF and the remaining rows aréedil with

+h X scp X e—J™ on the two subcarriers, respectivelyShiﬁed versions of the LTF, each corresponding to one ofpthesible frame

detection errors, i.e., sample offsets. Using the Toeptittrix, Bob then

Bstimates the channel coefficient corresponding to eachTiogvrow with the

long as|g| > |h|, the phase difference between these twa@inimum channel estimation error determines the amountofgie offset.



index —24 7 —20 [ —-16 | —-12 ¢ -8  —4 | 4 8 12 7 16 20 | 24 Reap Ror

TP |15 1-j L+ —1-5, L, 15 ,—1-j,1-J 1+j, 1+, 1+]  L+J |224dB| 70LdB
FONY] 1+7 v 145 1= 145 1 145 1 1—5 =1+ —1—j11+1j, 1—=5 | 1+j | —1—;[2.92dB| 6.51dB
SN 1+ 10145 1=1+51 145114511441 1—51=1—511+51=1441 1+5 1—-1—3(2.92dB| 6.51dB
FOOY | 1—j =1 —jl=1—j1 1451 1—5 V1451 1—j1—-1—411—511—j5 '—14+;'—1—;|2.94dB|10.03dB
()| —14j! 145! !

1l —1—j' 144 —1-4"1-j'-1—5'"1-5 " 144'"-1+4'-1-;2.94dB|10.03dB
TABLE |

Symbols transmitted over thE2 subcarriers of the STF. The notatidf(x) denotes the frequency-domain representation of a timeadosequence after
applying FFT. The indices are defined according to the 8@2ridtation [11].

the same success. The reason is that the division in (¥d) devices in the.4 GHz band [12]), the two autocorrelation
cancels out this constant coefficient. Therefore, mulliigly windows do not necessarily need to be contiguous. In fact, as
the transmitted STF by a constant does not mitigate thekattainitially proposed in [8], the two windows can be two or four
, ) , STSs apart (i.e., each sample is three or five STSs away from

B. Constructing New STFs with Low PAPR/Dynamic Ranggs qual) in thes GHz and2.4 GHz bands, respectively. This

The standard preamble was ratified in 1999 and requiretkans that if Eve jams only three STSs, Bob has the flexibility
very low PAPR and dynamic range. However, after abotd randomly hop to any pair of STSs for FO estimation, given
two decades many modern wireless devices are capablethaft the STSs in this pair are not more than two or four STSs
processing signals with higheR.,, and R,; values. For apart, depending on the frequency band. Even if Bob selects
example, COTS wireless routers are usually able to suppart STS that is corrupted by a jamming signal together with a
Rpr as large ad00dB. Motivated by this fact, our secondjamming-free one, he is still able to estimate the same F® as i
mitigation technique is to use the signals with the sameogeritwo jamming-free sequences are selected [17]. However, in a
as the default STF signal, bsiightly higher R,» (or Ry:). For  multi-path channel environment, the first few received SaiSs
example, assuming that the Tx can suppBst- = 2.92dB, Bob (up to the time instance that is less than the delay spread
we can identify two new periodic signals witk,, = 6.51dB. of the channel) are not the same as the remaining STSs and so
Additionally, by allowing R to increase td0.03dB, we were should be excluded from the FO estimation process. In OFDM-
able to identify two more periodic signals wifk.,, = 2.94dB  based 802.11 systems, it is assumed that the maximum delay
(see Table ). Let these four signals be represented'byr (*),  spread is less thah6 us, which is equivalent to two STSs.
r®, andr®. Our second randomization technique is to let To implement sequence hopping, Bob can record the re-
Alice randomly select for each frame one©t), r®, r®,  ceived signal while he is in the process of detecting the sfar
r4), andr as the STF signal. When one of the new signals the frame. Once the frame has been detected and the ten STSs
selected, the unknown (channel-dependent) parameteB) inrécorded, Bob randomly chooses two STSs for FO estimation,
are not fully eliminated because the jamming sequanég while satisfying the maximum STS-distance constraint.
not designed based on the underlying STF, and so the attacklaving said that, one may argue that Eve can expand the
success rate decreases. jamming duration to cover more STSs and overcome the

As discussed before, any cyclically time-shifted versiba o proposed sequence hopping technique. In this case, we note
signal will have the same PAPR, dynamic range, and periodtaat Eve has to receive at least two ST3% (s long) and
the original signal. In contrast to the first mitigation ta@fue, then wait an additional time for switching from receiving to
where the random time shift results in the degradation tansmitting before it starts jamming. In fact, to the bebkt o
frame detection accuracy, in the second technique one @am knowledge, the minimum reaction time of a correlation-
maintain (or improve) the frame detection accuracy by usidmpsed reactive jammer demonstrated on the USRP’'s FPGA
those time-shifted versions ofV), r(?, r(® andr® whose is 2.56 us [18]. So by the time Eve starts jamming, at least
first and last samples have low and high amplitude, respditst five STSs have already arrived at Bob. If Eve further
tively. Nevertheless, if Bob is able to account for the remtlic employs a received power-based frame detection using only a
frame detection accuracy (e.g., by using LTF-based chanfel samples of the first STS and can jam the whole STF, then
estimation), Alice can also arbitrarily shift in time thesew either the Tx-based randomization techniques or the STSs-
STFs to further randomize the preamble. In this case, Evégpassing technique proposed in [8] can be employed.
jamming signal will be successful in eliminating the chdnne
dependent parameters only #2) of the STF signals. VI. PERFORMANCEEVALUATION
) Now we evaluate the effectiveness of the proposed STF-
C. Sequence Hopping based countermeasures in mitigating the enhanced FO es-

The above two randomization techniques are applicabletamation attack through LabVIEW simulations and USRP
the Tx side. At the Rx side, Bob can exploit the redundanexperiments. Specifically, we measuxg, as well as the final
in the STSs and randomly choose any pair of consecutigstimated FO after the LTF. Frame detection accuracy is also
STSs, including the ones in the last three STSs, to perform E@aluated to study the impact of the Tx-based countermeasur
estimation. Furthermore, due to the maximum FO requirement the legacy systems. Bob uses the first six STSs (out of
for 802.11-compliant devices2{2 kHz = 1.3568th, for ten) for frame detection while Eve uses only the first two. We
devices operating in the GHz band and 25 kHz = 0.8th, further let Bob use the last two STSs for coarse FO estimation
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Fig. 3. Performance of the proposed STF-based mitigationniques under different noise level®,;, and SJR values (simulation results).

We first evaluate the performance under a simulated chanoah satisfy (7) and pass the threshold even at high=S2&88
model and later in a multi-path indoor environment. (see Fig. 3(c) and Fig. 3(d)), the Tx-based countermeasuees
able to slightly reduce the FO estimation error and mitigate

) ) ) _the attack. Because the PAPR and dynamic range of the new
We simulate an AWGN channel without signal attenuatiogTrs, j.e.r®, r®, r(® andr®), are required to be close

and vary the SJR, the SNR, and Eve’s effective FO, denotgflthe ones ofr, these STFs are often similar toand so

by Dep. First, we study the impact of our proposed Tx-basg@placingr with one of them does not significantly mitigate
countermeasures on the frame detection performance atBolyf attack. We suspect that further relaxation of the PAPR
any legacy Rx (e.g., Eve). In Fig. 3(a), we plot the probabili 3nd dynamic range constraints would improve the Tx-based
that Bob precisely detects the frame. (Note that an Rx can ysfiintermeasures. On the other hand, sequence hopping tech-
more STSs to improve the accuracy.) The figure shows thagye significantly thwarts the attack and can be considased
shifting the STF signal in time noticeably reduces the aacyir 5 viable solution when the Tx cannot afford high PAPRs and
especially at high SNR values. Likewise, Eve will experienciynamic ranges. We also evaluate the effect of the noise YSNR
higher rate of frame synchronization errors. However, @hily Fig. 3(e). While high noise level (e.g., SNRL0dB) can be

Bob can account for this reduction by using LTF-based channi@neficial for Bob in avoiding the attack, proposed techesqu
estimation, Eve starts jamming before the LTF and so canngfn mitigate the attack at higher SNRs.

take benefit of the LTF for more accurate frame detection.
Next, we show in Fig. 3(b) the successful frame detectionIn Fig. 3(f), we set SJR 1.46dB and plot the final FO
probability when the LTF-based channel estimation canexbrr computed after the jamming-free LTF. Wh¢}i<vp| > Ay,
up to two sample errors. To compute the detection probgbilithe LTSs round the estimated FO to the nearest multiple of
in this figure, we include the cases where the detection dsh;. So the curve that belongs to the enhanced FO attack,
precise as well as those in which Bob detects the frame ombose success mainly depends bn,, alternates between
or two samples earlier. The results imply that the proposed 1, and —1. However, when the Tx-based randomization
mitigation techniques often incur only one or two sampl&chniques are employed, we observe akZi#; reduction
errors, which can be accounted for by using the LTF. in average FO estimate even at optinhal,. This implies that
Next, we setAf,, = 0 and vary D, under different they can effectively alleviate the attack in a subset of sase
schemes, and measuref; (using the corrupted STSs) andwhere the randomly-selected STF signal is very differemtnfr
the final FO estimated after the LTF. Fig. 3(c)-(e) depidhe default STF signals. Again, the Rx-based randomization
the averageAf,, where the horizontal line represents théechnique proves to be very effective, assuming that orgy th
thresholdth;/ fa. While the enhanced fake-preamble attaclast three STSs are being jammed.

A. Simulations
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Fig. 4. Effect of A f,, on STF-based FO estimation under different counter-

measures (USRP results).

B. USRP Experiments

We demonstrate the impact of the proposed mitigatim[f’]

techniques using an NI-USRP 2922 testbed, operated in

indoor environment. Our setup consists of three USRP)@cti
as Alice, Bob, and Eve. In [8], we explain our techniques td*
overcome the challenges of implementing our reactive jam-

ming attack on the USRP. In our experimenfs,= 3125 Hz,
and Af,, and Af., were measured to b&086 and 340 Hz
with standard deviation270 and 230 Hz, respectively. Alice-
Bob, Alice-Eve, and Eve-Bob distances arém, 1.88 m, and
1.68 m, respectively. We set Alice’s and Eve’s transmissio
powers to7.85dBm and11dBm, respectively, and vary Eve’s
effective FO by varyingA f,,.

Fig. 4 shows the average STF-based estimateAgf,
(Afs) for different values ofAf,. The attack is successful

if Afs > Afaw + fa/2. The horizontal line represents the

most probable value oA f,;, + fa/2. The sequence hopping

mitigation technique outperforms other countermeasunels a

effectively neutralizes the attack. Large confidence imtisr
imply that the Tx-based countermeasures (i.e., time shift a

new STF signals) mitigate the attack in some cases, but paf

to the extent that totaly neutralize it.

VIl. CONCLUSION

In this work, we explored four countermeasures to mitigate
one of the most devastating jamming attacks against OFDI#3!
based 802.11 systems. This and other similar attacks target

the frame preamble of these systems and disrupt the fregue
offset estimation. We proposed two techniques to randomi

the first half of the standard preamble by constructing new
preamble waveforms in a way that the expected charactsristiLs]
of the preamble are almost preserved. Such a design allows
the new transmitters to maintain their backward compatib'[
ity with legacy receivers. We also proposed two receiver-

based mitigation techniques that exploit the jamming-fr

e
components of the known preamble to mitigate the attai]lz]

and discussed their limitations, especially when a conmer
sure relies on a publicly known preamble. Our simulatio
and USRP experiments show that receiver-based approa

e

involve studying the capabilities of new wireless deviced a
accordingly developing new preamble characteristics taat
provide more flexibility in designing rolling preambles.
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